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Module 4: Governance and AI Act
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How does the digital revolution transform our views on values, 
good behaviors, and the kind of sustainable and equitable 

innovation?
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• A document that aims to make innovation easier to understand.
• To achieve this, it attempts to bring together relevant regulations and user feedback so that

policymakers and scientists can work effectively on data management.
• It is a guide that balances the use of new data and techniques with respect for privacy, ensuring that no

one faces unintended consequences.
• Data science is a practice used by governments to improve public services.

Data Science Ethical Framework
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The guide establishes six principles based on existing laws:
•Start with a clear user need and a public benefit
•Use data and tools that are minimally intrusive
•Build robust models
•Stay vigilant regarding public perceptions
•Be open and accountable
•Take data security into consideration

Data Science Ethical Framework
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• Understanding which of these moves are the best is the task of digital ethics.
• It is the branch of knowledge that deals with moral issues related to data and information, aiming to

support morally good actions.
• It shapes both digital governance and regulation.

Digital ethics
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Digital ethics

SOFT ETHICS 

• Post-compliance ethics of
established legal norms.

• Considers what should or should
not be done beyond existing 

regulations.

HARD ETHICS 

• Precedes and helps shape legal
regulation.

• Analyzes what is generally right or
wrong.
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The real challenge is to anticipate ethical development, and to do so, we must 
be able to assess what is truly feasible, prioritizing what is sustainable from 

both an environmental and social perspective.
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ADOPTING AN ETHICAL APPROACH
OFFERS A DOUBLE ADVANTAGE:

• Soft ethics can provide an opportunity-driven strategy

• Ethics offers a solution for effective risk management

• This is possible when there is adequate legislation, public trust, and clear
accountability.

.
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WHY IS IT SO URGENT?

Because ethical evaluation shapes public opinion

which determines what is politically possible

and thus what is legally enforceable
.
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Debate on the Ethics of algorithms

• Algorithms = mathematical constructs that can be developed into a program or a configuration.
• Algorithms underpin the services and infrastructures of society (e.g., recommendation systems).
• They are used in schools, hospitals, financial institutions, courts, local government bodies, and national

governments.
• Their growing use prompts us to reflect on their ethical implications.



14Training future RIs research staff: "Artificial Intelligence applied to enviromental monitoring ", Lecce, 6/06/2025

Are algorithms neutral?
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Mapping the ethical issues related to algorithms

Machine learning algorithms ("automata" or "semi-automata" because their results are induced by data and are not 
deterministic) can be used to:
•Transform data into evidence for another outcome
•Trigger or motivate an action that may have ethical consequences
•Assign responsibility for the effects of actions that an algorithm may trigger
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Six ethical issues

1.Inconclusive evidence
2.Inscrutable evidence
3.Misleading evidence
4.Unfair outcomes
5.Transformative effects
6.Traceability
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Inconclusive evidence

They refer to the way in which machine learning algorithms identify associations and correlations between data 
variables, but not causal connections → thus generating probabilistic outputs

Apophenia
The tendency to perceive meaningful patterns where none 

actually exist.
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Inconclusive evidence

PROBLEM:

They generate ethical problems because non-causal indicators divert attention from the underlying cause of the 
problem — the problem is not solved by simply having more data.

SOLUTION:

Through independent validation of algorithms and practices that ensure data preservation and reproducibility.
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Inscrutable evidence

They refer to issues of non-transparency, lack of control, and accountability

1. Cognitive impossibility for humans to interpret algorithmic models and data systems
2. Lack of tools to keep track of large volumes of code and data

3. Poor structuring of data and code causing unreadability
4. Continuous updates (malleability of algorithms)

5. Human influence on the model
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Inscrutable evidence

Transparency is not an ethical principle in itself, but a tool for ethical purposes

Solution:
Highlight the causes that lead to non-transparency
1.The AI Now Institute (New York University) has produced a guide for algorithmic impact assessment
which includes an interpretable explanation of internal processes
(such as Explainable AI made available by Google and IBM).
2.Implementation of public education
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Misleading evidence

Unintended biases are of concern

Caused by algorithmic formalism

Adherence to prescribed rules that ignore the complexity of the world

1. Inability to model the entire system to which the social criterion will be applied
2. Inability to understand how replicating a solution in one context can be misleading or inaccurate in another
3. Inability to account for fairness
4. Inability to understand that the introduction of a new technology may change the behaviors and/or values

of a system
5. Inability to understand that the best solution may be dissociated from the technology
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Misleading evidence

Biases derive from the data used

Solution:
Remove certain specific data variables (e.g., gender, race — prohibited by anti-discrimination law and data protection 
regulations)
And what about invisible biases?
Through external auditing and public disclosure of a model along with the data and metadata used.
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Unfair outcomes

Related to the need for algorithmic fairness 

 DEFINED BY 4 PRINCIPLES

•Anti-classification: refers to protected categories (race, gender)
•Classification parity: a model is fair if common measurements are equal across protected groups
•Calibration: measures how well an algorithm is calibrated
•Statistical parity: views fairness as an equal estimate of the average probability across protected groups
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Unfair outcomes

Removing protected variables does not mean eliminating the discrimination rate because invisible 
variables exist.

Solution:
Introduce a third party that attempts to eliminate possible discrimination.
A collaborative model focused on the data resource.

Training future RIs research staff: "Artificial Intelligence applied to enviromental monitoring ", Lecce, 6/06/2025
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Transformative effects

They are intertwined with issues concerning autonomy.
1. Pervasive and proactive distribution of algorithms in shaping user choices
2. Limited understanding of algorithms by users
3. Lack of power over algorithmic outcomes

Solution:
Autonomy must be constrained and reversible
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Traceability

It concerns the issue of responsibility

On one hand, it seems impossible to define moral responsibility due to the human-machine hybridization / 
On the other hand, it is unthinkable to trace data back to its source.
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Lack of transparency + lack of explainability =
NEED FOR NEW APPROACHES
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The European Commission regulation

In April 2021, the European Commission published a proposal for a regulation on the European approach to 
artificial intelligence.

It includes transparency rules and more specific provisions regarding high-risk systems (such as personnel selection 
systems and systems assessing the reliability of statements made by individuals to prevent or investigate crimes).

It prohibits:
•The use of systems employing subliminal techniques on unaware individuals
•The deployment by public authorities of systems to assess individuals’ reliability based on their social behavior or
personality traits
•The use of real-time remote biometric identification systems
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Bad Practices of AI

Five Criminal Areas Affecting AI Crimes (Artificial Intelligence Crimes):

1. Trade and Financial Markets
2. Harmful and Dangerous Drugs

3. Crimes Against the Person
4. Sexual Crimes

5. Theft, Fraud, Counterfeiting, and Identity Theft
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Concerns Related to AI Crimes (CIA)

Emergency

Responsibility

Monitoring

Psychology
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Emergency
It refers to the possibility that artificial agents may act in ways that go beyond our expectations
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Emergency
It refers to the possibility that artificial agents may act in ways that go beyond our expectations

Responsability

It refers to the possibility that AI systems can undermine existing models of responsibility → 
It would undermine legal certainty → No law would be recognized that could acknowledge the crime itself
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Emergency
It refers to the possibility that artificial agents may act in ways that go beyond our expectations

Responsability

It refers to the possibility that AI systems can undermine existing models of responsibility → 
It would undermine legal certainty → No law would be recognized that could acknowledge the crime itself

Monitoring
1. It refers to three types of problems: 1. Attribution of non-compliance with regulations 2. Feasibility: concerns cases where

artificial agents operate at speeds or levels of complexity beyond the capacity to monitor the rules (e.g., bots on social
media) 3. Intersystem actions: refer to experiments showing how to automatically reproduce a user’s identity (e.g., on
Twitter)
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Emergency
It refers to the possibility that artificial agents may act in ways that go beyond our expectations

Responsability

It refers to the possibility that AI systems can undermine existing models of responsibility → 
It would undermine legal certainty → No law would be recognized that could acknowledge the crime itself

Monitoring
1. It refers to three types of problems: 1. Attribution of non-compliance with regulations 2. Feasibility: concerns cases where

artificial agents operate at speeds or levels of complexity beyond the capacity to monitor the rules (e.g., bots on social
media) 3. Intersystem actions: refer to experiments showing how to automatically reproduce a user’s identity (e.g., on
Twitter)

Psychology
It refers to the concern that AI could negatively influence and manipulate a user’s mental state to the point of facilitating a 
crime → Among the effects, gaining users' trust is noted
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AI Act

• Entered into force: August 1, 2024
• Some provisions are already applicable
• Others require a transitional period due to complexity and

implementation needs
• Promoted by the European Commission to:
•Support early adoption of the AI Act
•Encourage developers to comply before official deadlines

Pillar 1: Knowledge Sharing through the AI Pact 
Network
•Access point to the AI Pact community
•Exchange of best practices, experiences, and
expertise
•Updates and guidance on AI Act implementation

Pillar 2: Facilitating Business Commitments
•Framework to accelerate adoption of AI Act
measures
•Encourages AI providers/operators to:

• Prepare in advance
• Adopt compliance strategies early
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AI Risk Classification in the AI Act

e.g. Social scaring, advertising messages
targeted at children, psychological
conditioning → forbidden

e.g. credit scoring, personnel selection,
assisted surgery, police operations,
critical infrastructures → Permission
in compliance with AI requirements
and prior conformity assessment

e.g. chatbot → Permission in
compliance with transparency
and information obligations

e.g. videogames, anti-spam systems → 
Permission without obligations but
with a recommended code of
conduct
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AI Act and enviromental monitoring

Currently, the AI Act does not contain specific articles on environmental monitoring through artificial 
intelligence. The existing provisions address environmental impact in a limited and non-binding manner. 
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Module 5: Advanced technologies 
for environmental management
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The Φ-lab Innovation Hub

•Part of ESA’s Climate Action,
Sustainability and Science
Department
Focused on integrating AI, deep
learning, and machine learning for
real-time environmental
monitoring → ESA’s mission is to
explore and protect the earth
•Efficient analysis of massive
satellite data
Utilizes data from missions like
Copernicus with unprecedented
speed and precision
Key monitoring areas:
•Climate change
•Deforestation
•Sea level rise
•Air quality
•Rapid urbanization
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The Φ-lab Innovation Hub

Advanced capabilities:
•AI detects and analyzes land cover changes to protect forests and biodiversity.
•Edge computing & AI onboard satellites reduce data processing time, enabling faster crisis response (wildfires,
floods, disasters).

Deep learning applications:
•Improve land cover classification and global forest mapping.
•Support continuous deforestation monitoring and ecosystem impact analysis.

Beyond environment:
•Combines satellite data with epidemiological models to predict vector-borne diseases (e.g., dengue).
•Enables rapid, targeted public health interventions to reduce risks and boost community resilience.
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Precision agriculture:
•AI algorithms analyze satellite images to monitor crop health, predict yields, and optimize natural
resource use (water, fertilizers).
•Enhances production efficiency and reduces waste.
•Supports sustainable, profitable farming and addresses global food challenges amid climate change.

Air quality management:
•Φ-lab leverages satellite data (e.g., Sentinel-5P) to monitor pollutants like nitrogen dioxide (NO₂) and
carbon monoxide (CO).
•Provides essential data for air quality policies.
•Supports new economic models to reduce emissions and improve public health.

Training future RIs research staff: "Artificial Intelligence applied to enviromental monitoring ", Lecce, 6/06/2025

Precision agriculture & air quality monitoring
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Open platforms and democratization

Example: Sentinel Hub

Democratizes access to satellite data

Enables:
•Development of new applications
•Commercial solutions
•Competition between startups and large
companies

•Dynamic ecosystem for innovation
•Maximizing technology potential for
environmental sustainability
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Enviromental data more accessible to everyone

CONVERSATIONAL ARTIFICIAL INTELLIGENCE HAS ENORMOUS POTENTIAL TO MAKE ENVIRONMENTAL 
DATA MORE ACCESSIBLE BY ALLOWING USERS TO ASK QUESTIONS IN NATURAL LANGUAGE. 

WHAT TOOLS ARE AVAILABLE AND NEED TO BE DEVELOPED? WHAT ARE THE CHALLENGES TO ACHIEVE 
EFFECTIVE SOLUTIONS AND RELIABLE ANSWERS?
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Enviromental data more accessible to everyone
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AI tools enabling natural language access to data

• LLMs (Large Language Models) and RAG (Retrieval-Augmented Generation)

• Transform how we interact with complex environmental data

Limitations of LLMs
•May produce:

• Inaccurate or
outdated information

• Confusion between
similar terms in
different contexts

•Challenges in specialized or
rapidly evolving domains

Introducing the RAG Framework
•Combines LLMs with external
knowledge sources
•Two main components:

• Retriever: finds relevant info 
from databases/docs

• Generator: produces natural
language responses using 
retrieved info

Benefits of LLM + 
RAG
•More accurate
and context-aware
answers
•Always grounded
in updated,
authoritative
sources
•No need to retrain
the entire model
•Ideal for complex,
dynamic domains 
like environmental 
data
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Challenges of applying LLMs and RAG to environmental 
data

• Data often fragmented and from heterogeneous sources
• Non-standard formats and schemas complicate integration
• Complex, context-specific causal relationships
• Technical language difficult for general-purpose models
• Unstructured and inconsistent data further complicate processing

What’s needed for effective AI solutions?

> Domain-adapted retrievers, using:
•Embedding-based approaches:

• Understand unstructured textual data
•Graph-based approaches:

• Represent spatial/temporal relationships and complex entity links
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Challenges of applying LLMs and RAG to environmental 
data

Improving data quality and acessibility
•Unify and centralize data and documents
•Ensure:

• Well-structured, complete datasets
• Comprehensive, gap-free document corpora

•Result:
• Enhanced retriever performance
• More accurate and faster responses



49Training future RIs research staff: "Artificial Intelligence applied to enviromental monitoring ", Lecce, 6/06/2025

Case study
Immagine che contiene testo, schermata, Parallelo, documento

Descrizione generata automaticamente

https://www.quivr.com/
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Case study

https://ragflow.io/
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Module 6: AI for environmental and land monitoring
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Artificial Intelligence and environmental monitoring

In recent years, AI has transformed how we collect, analyze, and use data.

It processes large, complex datasets quickly and effectively.

AI is emerging as a key tool for studying environmental dynamics and 
safeguarding the planet.

Training future RIs research staff: "Artificial Intelligence applied to enviromental monitoring ", Lecce, 6/06/2025
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Artificial Intelligence and environmental monitoring
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Examining 
biodiversity

Energy sector Water resource 
management

AI can link data from various 
sources to provide a clear view 

of biodiversity loss and 
potential response actions. 

AI can improve the 
transparency and verification 
of carbon credits + optimize 

energy management by 
enhancing grid efficiency and 

reducing waste.

minimize losses and 
improve the efficiency 

of water use
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Case studies
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Applications in land monitoring

 Land change monitoring
• Detects changes in land use/cover
• Updates maps to track deforestation, urbanization
• Supports spatial planning

Degraded area detection
• Identifies erosion and desertification
• Enables timely land management interventions

Biodiversity mapping
• Combines satellite and field data
• Predicts and supports species conservation

Detection of unauthorized infrastructure
• Analyzes urban imagery
• Helps enforce building regulations

Training future RIs research staff: "Artificial Intelligence applied to enviromental monitoring ", Lecce, 6/06/2025
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Artificial Intelligence for Land use and land cover (LULC)

• AI has significantly impacted the mapping of land use and land cover (LULC).

• Uses satellite and aerial imagery to track environmental change.

• Accurate LULC data is vital for:
• Assessing human impact on ecosystems
• Supporting sustainable land management
• Reaching UN Sustainable Development Goals (2015)
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Current data and limitations

Copernicus Land Monitoring Service (Europe)

• Provides a wide range of LULC datasets

• Limitations include:

oLow update frequency

oInconsistent classification systems
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Challenges in LULC mapping

• Large volume and variety of satellite imagery

• Different detection scales

• Requires specialized software and tech

• Particularly complex in urban and peri-urban areas due to:

oRapid changes (e.g., construction)

oMixed natural and human-made features
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Why AI is essential?

AI manages and structures huge data flows

Offers scalable, advanced solutions

Supports real-time, continuous monitoring
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ISPRA case study

ISPRA applies deep learning (DL) on Sentinel-2 
multispectral images for automatic land cover 
classification in Rome and Pescara.

Two CNN models tested in Rome:

• VGG16: highest accuracy (~87%), excels in urban areas

• DenseNet121: slightly lower accuracy (~72%)

Pescara study used 2018-2021 images + spectral
indices (NDVI, NDWI).

Temporal analysis shows better results using same
period across years (75% accuracy), highlighting the
importance of temporal generalization.

Challenges: need for high-quality datasets and better
model generalization.

Training future RIs research staff: "Artificial Intelligence applied to enviromental monitoring ", Lecce, 6/06/2025



62

Perspective of AI in meterology

Huge and growing volumes of 
meteorological data

AI (Machine Learning) handles big 
data and complex relationships

Improves accuracy and reduces 
computation time

Training future RIs research staff: "Artificial Intelligence applied to enviromental monitoring ", Lecce, 6/06/2025
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Perspective of AI in meterology

Nowcasting (3-6 hours forecast)

Traditionally based on radar data 
extrapolation

AI analyzes satellite, radar, and 
sensor data to predict complex 
weather patterns

Example: Google DeepMind 
improves precipitation forecasts 
beyond traditional methods

Mia-Rad project: Deep learning with 
radar and lightning data

Training future RIs research staff: "Artificial Intelligence applied to enviromental monitoring ", Lecce, 6/06/2025

Short & Medium-Long Term Forecasts 
(2-15 days)

AI accelerates models by emulating 
costly components with ML
Parameterization of physical 
processes (radiation, turbulence, 
cloud microphysics) is key
AI reduces forecast computation 
time
Savings enable: higher model 
resolution, complex 
parametrizations, more ensemble 
runs
Result: better overall forecast quality
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Dependence on training data

• AI models rely heavily on training data.

• Except for nowcasting, data mostly come from reanalyses based on
traditional physical models (e.g., ERA5).

• AI improvements are linked to advances in numerical models and data
assimilation techniques.
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Limitations of AI models

• AI excels at pattern recognition and optimizing complex processes.

• However, it lacks explicit physical understanding.

• This may reduce reliability in unusual or never-before-seen atmospheric
conditions.
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Balancing AI and numerical models

• Combining AI and traditional numerical models is essential.

• Goal: build forecasting systems that are more robust and efficient.
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The future of meteorological modeling

Increasing use of hybrid systems (data fusion) combining AI and 
traditional models.

ItalyMeteo Agency aims to:

• Develop AI models in collaboration with Italian stakeholders.

• Network available data and information.

• Improve forecasts of extreme, intense, and frequent weather events.

• Better meet stakeholder needs.
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Blue Intelligence for marine and coastal areas

• The production and development of information are growing
exponentially every day

• This transformation impact environmental management and the use
of marine-coastal ecosystems.

• Data are continuously collected via satellites, aerial remote sensing,
monitoring stations, ships, and buoys.

• These environmental data are essential for effective marine resource
management and coastal protection efforts.

• Beyond environmental conservation, these data support economic
activities such as fishing and tourism, promoting sustainable growth in
coastal economies.

Training future RIs research staff: "Artificial Intelligence applied to enviromental monitoring ", Lecce, 6/06/2025
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Interreg AdriaClim Project
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Immagine che contiene testo, schermata, grafica

Descrizione generata automaticamente

https://programming14-20.italy-croatia.eu/web/adriaclim
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Myriad-Eu Project
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Immagine che contiene testo, schermata, Carattere, violetto

Descrizione generata automaticamente

http://www.myriadproject.eu/
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Myriad-Eu Project
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Goal:
Enhance ML models to estimate risks from extreme weather under various climate 
change scenarios.
Focus:
Coastal risk factors in Veneto region, including:

• Sea level rise

• Precipitation

• Wind
Approach:
Annual frequency and impact projections based on future scenarios.

Key Insight:
Multi-risk analysis considering combined factors amplified by climate change offers
deeper understanding of worsening impacts along Veneto’s coastlines, aligned with IPCC
Sixth Assessment Report guidelines.
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Project
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Design a (even hypothetical) idea for using artificial intelligence to address a real environmental issue, considering both 
the potential benefits and the ethical and technical challenges.

Total time: 40–60 minutes
1. Choose an environmental problem (5 min)

Each group selects an area, for example: Air pollution, deforestation, coastal degradation, biodiversity monitoring, urban 
energy consumption, flood or wildfire prediction

2. Design an AI application

For the chosen problem, answer the following questions:

• What data is needed? (satellite images, sensors, open data, etc.)

• What type of AI would you use? (e.g. computer vision, NLP, predictive models, etc.)

• Who benefits from it? (public administrations, citizens, NGOs, researchers...)

• What are the ethical limitations?

• How can they be mitigated? (transparency, audits, participatory governance...)

3. Prepare a brief presentation: each group prepares a quick presentation (2–3 minutes) of their project.

Training future RIs research staff: "Artificial Intelligence applied to enviromental monitoring ", Lecce, 6/06/2025
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Source

1. Luciano Floridi, Etica dell’intelligenza artificiale, 2022, Raffaello Cortina Editore
2. Ecoscienza – sostenibilità e controllo ambientale, rivista di Arpae, n.4 – Ottobre

2024
3. https://www.isprambiente.gov.it/contentfiles/00003800/3874-rapporti-02-

27.pdf/
4. https://www.ecmwf.int/sites/default/files/elibrary/2006/9299-bias-correction-

environmental-monitoring.pdf
5. David B. Olawade a,b,c,* , Ojima Z. Wada d , Abimbola O. Ige e , Bamise I.

Egbewole f , Adedayo Olojo g , Bankole I. Oladapo, Artificial intelligence in
environmental monitoring: Advancements, challenges, and future directions,
2024
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